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Abstract:
This paper discusses the key wireless networking infrastructure practices that maximize both the range and capability
of a wireless communication device. To satisfy these demands, new methods have to be created and placed in place.
The advanced LTE was the 4G counterpart to the 3G Universal Mobile Telecommunications System (UMTS) system
and was built to provide a further evolution of the available mobile telecommunications system. It delivers much faster
download rates and dramatically it provides better performance as well as lower running costs. Initial implementations
offered little improvement over the generic HSPA+ 3GPP in Release 7, but soon it was recognized that LTE's full
capacity provided a full 4G performance level. The goal of our work is to examine the analysis of advanced LTE and
HSPA+ under various frequency bands in order to meet the requirements of international mobile telecommunications
advanced system (IMT- Advanced).
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I. Introduction
Multiple input multiple output (MIMO) communications have been launched as an evolving method
in recent years to give considerable potential for the maximum data rates and mobility required by
communication networks of the next decade. A MIMO network provides, advantage of spatial
modulation, peak data rate, satisfied coverage area and robustness with the help of number of
transmitting and receiving antennas without increasing overall transmitting capacity or bandwidth.
However, for data identification and decoding, MIMO receiver requires channel state information
(CSI) [1]–[2]. It has been proven that the efficiency of a MIMO grows linearly by using multiple
antennas at the both the ends [3]. The channel estimation is an important task for coherent
demodulation in wireless MIMO systems. The spectral efficiency value is better in MIMO system
compared to other technologies [4]. The overall achievable gain of MIMO channel is seen to be
multiplication of number of transmitting and receiving antennas. The mid-2000s, 3G technology is
introduced, including high speed downlink packet connectivity (HSDPA). It is an improved high
speed packet access (HSPA) 3G telephony protocols are 3.5G, 3G+ or turbo 3G. It allows higher
data rates and the high-capacity networks. Current HSDPA implementations permit downlink
speeds of 1.8,3.6,7.2 and 14.0 Mbps. With HSPA+, data rates rise up to 42 Mbps in downlink
version 9 of 3GPP requirements. It is simply the expansion across the 3G platform [3] with more
spectrum and facilities available in 3G. In 4G technology, qualitative audio/videos are transferred
from one end to other. The WiMAX and LTE standards were commercially available devices in 4G
[5]–[7].
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Abstract:
One of the most promising technologies for future mobile networks is non orthogonal multiple access (NOMA). Hence,
most of academic and industry people are working on this technique to evaluate the error performance and to know the
capacity of NOMA scheme. In this paper, we have considered a NOMA system in which two users are separated with
an equal distance from base station (BS). The bit error rate (BER) performance is evaluated over non-fading (AWGN)
and fading (Rayleigh, Rician, Nakagami-m and Weibull) environments for an arbitrary NOMA user. For two users,
different power levels are provided. During the transmission of data, BPSK modulation scheme is considered and
superposition coding is used at base station (BS). Successive interference cancellation (SIC) decoding mechanism in
applied at receiver. Finally, with the help of MATLAB simulations, BER performances are evaluated. The comparative
BER analysis for different environments is also provided.
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I. Introduction
Orthogonal multiple access (OMA) technology was utilised in wireless communication networks from the first
generation (1G) through the fourth generation (4G) [1]. For achieving higher data rate with a simpler system an
appropriate option is orthogonal approach. However, because to the exponential rise in demand for services with
higher data rates is necessary. Researchers have focused on non-orthogonal multiple access (NOMA) in 5G
because compared to OMA spectrum efficiency, outage probability, energy efficiency, and capacity are greatly
enhanced [2]. As a result, NOMA is playing a crucial role in meeting the 5G standard outlined in IMT-2020 study
[3]. The rapid expansion of mobile internet and Internet of Things (IoT) has imposed a number of problems in 5G
and Beyond 5G (B5G) technologies. Such difficulties include a 1000-fold increase in capacity, data speeds in
excess of 10 Gbps, a 10-year battery life for machine-to-machine (M2M) connection and network latency of less
than 1 ms [1 – 3]. Several NOMA systems are presently being investigated, and they are categorized into two
types: power domain NOMA and code-domain NOMA [4]. The performance of NOMA systems has garnered a
large body of study, the majority of which focuses on outage probability and capacity. In [5], outage attainable rate
area is investigated, and the results indicate that NOMA outperforms OMA under identical situations.
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Abstract:
One of the most promising technologies for future mobile networks is non orthogonal multiple access (NOMA). Hence,
most of academic and industry people are working on this technique to evaluate the error performance and to know the
capacity of NOMA scheme. In this paper, we have considered a NOMA system in which two users are separated with
an equal distance from base station (BS). The bit error rate (BER) performance is evaluated over non-fading (AWGN)
and fading (Rayleigh, Rician, Nakagami-m and Weibull) environments for an arbitrary NOMA user. For two users,
different power levels are provided. During the transmission of data, BPSK modulation scheme is considered and
superposition coding is used at base station (BS). Successive interference cancellation (SIC) decoding mechanism in
applied at receiver. Finally, with the help of MATLAB simulations, BER performances are evaluated. The comparative
BER analysis for different environments is also provided.
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I. Introduction
Orthogonal multiple access (OMA) technology was utilised in wireless communication networks from the first
generation (1G) through the fourth generation (4G) [1]. For achieving higher data rate with a simpler system an
appropriate option is orthogonal approach. However, because to the exponential rise in demand for services with
higher data rates is necessary. Researchers have focused on non-orthogonal multiple access (NOMA) in 5G
because compared to OMA spectrum efficiency, outage probability, energy efficiency, and capacity are greatly
enhanced [2]. As a result, NOMA is playing a crucial role in meeting the 5G standard outlined in IMT-2020 study
[3]. The rapid expansion of mobile internet and Internet of Things (IoT) has imposed a number of problems in 5G
and Beyond 5G (B5G) technologies. Such difficulties include a 1000-fold increase in capacity, data speeds in
excess of 10 Gbps, a 10-year battery life for machine-to-machine (M2M) connection and network latency of less
than 1 ms [1 – 3]. Several NOMA systems are presently being investigated, and they are categorized into two
types: power domain NOMA and code-domain NOMA [4]. The performance of NOMA systems has garnered a
large body of study, the majority of which focuses on outage probability and capacity. In [5], outage attainable rate
area is investigated, and the results indicate that NOMA outperforms OMA under identical situations.
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I. Introduction
Multiple input multiple output (MIMO) communications have been launched as an evolving method
in recent years to give considerable potential for the maximum data rates and mobility required by
communication networks of the next decade. A MIMO network provides, advantage of spatial
modulation, peak data rate, satisfied coverage area and robustness with the help of number of
transmitting and receiving antennas without increasing overall transmitting capacity or bandwidth.
However, for data identification and decoding, MIMO receiver requires channel state information
(CSI) [1]–[2]. It has been proven that the efficiency of a MIMO grows linearly by using multiple
antennas at the both the ends [3]. The channel estimation is an important task for coherent
demodulation in wireless MIMO systems. The spectral efficiency value is better in MIMO system
compared to other technologies [4]. The overall achievable gain of MIMO channel is seen to be
multiplication of number of transmitting and receiving antennas. The mid-2000s, 3G technology is
introduced, including high speed downlink packet connectivity (HSDPA). It is an improved high
speed packet access (HSPA) 3G telephony protocols are 3.5G, 3G+ or turbo 3G. It allows higher
data rates and the high-capacity networks. Current HSDPA implementations permit downlink
speeds of 1.8,3.6,7.2 and 14.0 Mbps. With HSPA+, data rates rise up to 42 Mbps in downlink
version 9 of 3GPP requirements. It is simply the expansion across the 3G platform [3] with more
spectrum and facilities available in 3G. In 4G technology, qualitative audio/videos are transferred
from one end to other. The WiMAX and LTE standards were commercially available devices in 4G
[5]–[7].
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I. Introduction
Multiple input multiple output (MIMO) communications have been launched as an evolving method
in recent years to give considerable potential for the maximum data rates and mobility required by
communication networks of the next decade. A MIMO network provides, advantage of spatial
modulation, peak data rate, satisfied coverage area and robustness with the help of number of
transmitting and receiving antennas without increasing overall transmitting capacity or bandwidth.
However, for data identification and decoding, MIMO receiver requires channel state information
(CSI) [1]–[2]. It has been proven that the efficiency of a MIMO grows linearly by using multiple
antennas at the both the ends [3]. The channel estimation is an important task for coherent
demodulation in wireless MIMO systems. The spectral efficiency value is better in MIMO system
compared to other technologies [4]. The overall achievable gain of MIMO channel is seen to be
multiplication of number of transmitting and receiving antennas. The mid-2000s, 3G technology is
introduced, including high speed downlink packet connectivity (HSDPA). It is an improved high
speed packet access (HSPA) 3G telephony protocols are 3.5G, 3G+ or turbo 3G. It allows higher
data rates and the high-capacity networks. Current HSDPA implementations permit downlink
speeds of 1.8,3.6,7.2 and 14.0 Mbps. With HSPA+, data rates rise up to 42 Mbps in downlink
version 9 of 3GPP requirements. It is simply the expansion across the 3G platform [3] with more
spectrum and facilities available in 3G. In 4G technology, qualitative audio/videos are transferred
from one end to other. The WiMAX and LTE standards were commercially available devices in 4G
[5]–[7].
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I. Introduction
Multiple input multiple output (MIMO) communications have been launched as an evolving method
in recent years to give considerable potential for the maximum data rates and mobility required by
communication networks of the next decade. A MIMO network provides, advantage of spatial
modulation, peak data rate, satisfied coverage area and robustness with the help of number of
transmitting and receiving antennas without increasing overall transmitting capacity or bandwidth.
However, for data identification and decoding, MIMO receiver requires channel state information
(CSI) [1]–[2]. It has been proven that the efficiency of a MIMO grows linearly by using multiple
antennas at the both the ends [3]. The channel estimation is an important task for coherent
demodulation in wireless MIMO systems. The spectral efficiency value is better in MIMO system
compared to other technologies [4]. The overall achievable gain of MIMO channel is seen to be
multiplication of number of transmitting and receiving antennas. The mid-2000s, 3G technology is
introduced, including high speed downlink packet connectivity (HSDPA). It is an improved high
speed packet access (HSPA) 3G telephony protocols are 3.5G, 3G+ or turbo 3G. It allows higher
data rates and the high-capacity networks. Current HSDPA implementations permit downlink
speeds of 1.8,3.6,7.2 and 14.0 Mbps. With HSPA+, data rates rise up to 42 Mbps in downlink
version 9 of 3GPP requirements. It is simply the expansion across the 3G platform [3] with more
spectrum and facilities available in 3G. In 4G technology, qualitative audio/videos are transferred
from one end to other. The WiMAX and LTE standards were commercially available devices in 4G
[5]–[7].

Sign in to Continue Reading

 Contents

javascript:void()
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvkFXNK1tlAtCvW20_AD2ewkZ-HcNp67yaNHyGpWvssbIz3txznIIqBrTlUea3Ww6R-0KOw11mMkQMKXZD8YTzKYW0Qfa_0WK3beUqfgdXuYwg-k2nYHzE7Grm_yjuLJ4XETBNCp_m0gvmmMPYl5pIFx5G7SBZ-JSHBWvOeYMbCd8ik7AGSnBEkeFhPajMPKQP1dYIaK2YbimJ3ocz047ToirAv_3R_APUE146CpajgK9Kwb0ZYroHNbIaCv8o2FqjyD8Pd9oY90kFzteXD4OuwIxVynWd3oe524MMc2sN8R0VgDNXie8VcWmRVue0bbspWZoseVcy0jy_-dYx6qitSrgmbWmeguwGXuvkPdsQ_Ej1fEA&sai=AMfl-YQu12tlApgIOZ0amk1QGEndFdgAuJ8IY-X6FqNTzSUN-Gde3bwuW1opqP0pDt0ByOOhoF5-OLPh8h3O1JrY_ZGFyMr9-Ntc1lyAmEJjMDzN&sig=Cg0ArKJSzFHC8NkZQ0ZL&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://innovate.ieee.org/interested-in-a-subscription-for-your-organization/%3FLT%3DXPLLG_XPL_2020_SUB_Conferences300x250_Sub-NFT


12/30/23, 4:41 PM Comparative Analysis in Between HSPA+ and LTE | IEEE Conference Publication | IEEE Xplore

https://ieeexplore.ieee.org/document/9785262 3/4

IEEE Personal Account

CHANGE
USERNAME/PASSWORD

Purchase Details

PAYMENT OPTIONS

VIEW PURCHASED
DOCUMENTS

Profile Information

COMMUNICATIONS
PREFERENCES

PROFESSION AND
EDUCATION

TECHNICAL INTERESTS

Need Help?

US & CANADA: +1 800
678 4333

WORLDWIDE: +1 732
981 0060

CONTACT & SUPPORT

Follow

   

About IEEE Xplore | Contact Us | Help | Accessibility | Terms of Use | Nondiscrimination Policy | IEEE Ethics Reporting | Sitemap |
IEEE Privacy Policy
A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of
humanity.

More
Like
This

Evaluation method of wireless communication system performance based on PER-function coupled with full wave simulation in presence of EM-

Interference

2020 International Symposium on Electromagnetic Compatibility - EMC EUROPE

Published: 2020

Pulse Shaping, Modulation and Spectrum Shaping for UWB Wireless Communications and the Effects on Interference for Single and Multiband

Transmission of UWB Signals

2006 Canadian Conference on Electrical and Computer Engineering

Published: 2006

Show
More

https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
tel:+1-800-678-4333
tel:+1-732-981-0060
https://ieeexplore.ieee.org/xpl/contact
https://www.facebook.com/IEEEXploreDigitalLibrary/
https://www.instagram.com/ieeexplore_org
https://www.linkedin.com/showcase/ieee-xplore
https://www.youtube.com/ieeexplore
https://twitter.com/IEEEXplore?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://ieeexplore.ieee.org/Xplorehelp/about-ieee-xplore.html
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp/Help_start.html
https://ieeexplore.ieee.org/Xplorehelp/accessibility-statement.html
https://ieeexplore.ieee.org/Xplorehelp/Help_Terms_of_Use.html
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
http://www.ieee-ethics-reporting.org/
https://ieeexplore.ieee.org/Xplorehelp/overview-of-ieee-xplore/ieee-xplore-sitemap
http://www.ieee.org/about/help/security_privacy.html
https://ieeexplore.ieee.org/document/9245729/
https://ieeexplore.ieee.org/document/4055034/
javascript:void()
https://googleads.g.doubleclick.net/pcs/click?xai=AKAOjsvk879z2VFK-sSOBfPuZOez-_mTwOpXAmarvKgphoQgeYjS0TLH0KpRcLzfTNZn13DgjU5wEtJncrbX8oQRaG9G1YNzvB1Ny6tNngFRpdcEKf_FKKfJ3Mopb0j44uTolbrfK-kTTzVffswGr6Jqjk1Ku6LLwp_9S3bSOryeKZtq0wAA_KhAOFyH-NC6SBtP9JJnxSROw0T0-BItUI1sXCOrJXijJrqkJ6XNTsQYU_GUqV3c0Qj9rCHhFBh3d1lR0hVY4bCIYk5od5ZjUjBPTSP4IY_7ZVS9pnxcx1K1WQPG0ZrMgjYgyV7g3BO56d4UUF6KzeFhmEt4sVXBcoNcZXEA8q1vi0DgMPSZv3dnrXH7ZsbYnmHdWw&sai=AMfl-YRk8zQTWuby-Mjli_9lOY39uo2Io2s9aYpsYbsuy95EUmSiyqGf9mWoTj7yKZI7Q7T69oPhWltiBvuTFpg6yj4rutToAW9H7nasIcD0s_6C&sig=Cg0ArKJSzG_OIHq_EwHc&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://forms1.ieee.org/NESC-2023.html%3FLT%3DLG_XPL_2022_LM_NESC_2023_Ad


12/30/23, 4:41 PM Comparative Analysis in Between HSPA+ and LTE | IEEE Conference Publication | IEEE Xplore

https://ieeexplore.ieee.org/document/9785262 4/4

© Copyright 2023 IEEE - All rights reserved.

IEEE Account

» Change Username/Password

» Update Address

Purchase Details

» Payment Options

» Order History

» View Purchased Documents

Profile Information

» Communications Preferences

» Profession and Education

» Technical Interests

Need Help?

» US & Canada: +1 800 678 4333

» Worldwide: +1 732 981 0060

» Contact & Support

       

A not-for-profit organization, IEEE is the world's largest technical professional organization dedicated to advancing technology for the benefit of humanity.
© Copyright 2023 IEEE - All rights reserved. Use of this web site signifies your agreement to the terms and conditions.

About IEEE Xplore Contact Us| Help| Accessibility| Terms of Use| Nondiscrimination Policy| Sitemap| Privacy & Opting Out of Cookies|

https://www.ieee.org/profile/changeusrpwd/showChangeUsrPwdPage.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/address/getAddrInfoPage.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/payment/showPaymentHome.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/vieworder/showOrderHistory.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/articleSale/purchaseHistory.jsp
https://www.ieee.org/ieee-privacyportal/app/ibp?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/profedu/getProfEduInformation.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/tips/getTipsInfo.html?refSite=http://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp/about-ieee-xplore.html
https://ieeexplore.ieee.org/xpl/contact
https://ieeexplore.ieee.org/Xplorehelp/Help_start.html
https://ieeexplore.ieee.org/Xplorehelp/accessibility-statement.html
https://ieeexplore.ieee.org/Xplorehelp/Help_Terms_of_Use.html
http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
https://ieeexplore.ieee.org/xpl/sitemap.jsp
http://www.ieee.org/about/help/security_privacy.html


Withdrawal Notice

WITHDRAWN: Public key authentication schemes in
asymmetric cryptography

P. Kumaraswamy a, V. Janaki b, K. Srinivas c, D. Naveen kumar c

a S R University, Warangal, India
b Vaagdevi College of Engineering, Warangal, india
c KITS, Warangal, India

This article has been withdrawn: please see Elsevier Policy on Article Withdrawal (https://www.else-
vier.com/about/our-business/policies/article-withdrawal).

This article has been withdrawn as part of the withdrawal of the Proceedings of the International Con-
ference on Emerging Trends in Materials Science, Technology and Engineering (ICMSTE2K21). Sub-
sequent to acceptance of these Proceedings papers by the responsible Guest Editors, Dr S. Sakthivel,
Dr S. Karthikeyan and Dr I. A. Palani, several serious concerns arose regarding the integrity and vera-
city of the conference organisation and peer-review process. After a thorough investigation, the
peer-review process was confirmed to fall beneath the high standards expected by Materials Today:
Proceedings.

The veracity of the conference also remains subject to serious doubt and therefore the entire Proceed-
ings has been withdrawn in order to correct the scholarly record.

https://www.elsevier.com/about/our-business/policies/article-withdrawal
https://www.elsevier.com/about/our-business/policies/article-withdrawal


See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/349462435

Secure Architecture for 5G Network Enabled Internet of Things (IoT)

Chapter · February 2021

DOI: 10.1007/978-981-15-7533-4_52

CITATIONS

5
READS

351

3 authors, including:

Vadithala chandra shekhar Rao

Kakatiya Institute of Technology and Science

47 PUBLICATIONS   385 CITATIONS   

SEE PROFILE

s. Venkatramulu

Kakatiya Institute of Technology and Science

27 PUBLICATIONS   96 CITATIONS   

SEE PROFILE

All content following this page was uploaded by Vadithala chandra shekhar Rao on 28 January 2022.

The user has requested enhancement of the downloaded file.

https://www.researchgate.net/publication/349462435_Secure_Architecture_for_5G_Network_Enabled_Internet_of_Things_IoT?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/349462435_Secure_Architecture_for_5G_Network_Enabled_Internet_of_Things_IoT?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Vadithala-Rao?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Vadithala-Rao?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Kakatiya_Institute_of_Technology_and_Science?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Vadithala-Rao?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/S-Venkatramulu?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/S-Venkatramulu?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Kakatiya_Institute_of_Technology_and_Science?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/S-Venkatramulu?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Vadithala-Rao?enrichId=rgreq-8472123f43c6eba285d3db3267b8a01d-XXX&enrichSource=Y292ZXJQYWdlOzM0OTQ2MjQzNTtBUzoxMTE3MjYzOTkwMTM2ODMyQDE2NDMzODc5MDE3MTQ%3D&el=1_x_10&_esc=publicationCoverPdf


Chapter 52
Secure Architecture for 5G Network
Enabled Internet of Things (IoT)

Voore Subba Rao, V. Chandra Shekar Rao, and S. Venkatramulu

1 Introduction

The 5G network enabled internet of things (IoT) is an important technology includes
component for developing the concept of industrial internet of things (IIoT). Present
system architecture could not be support for upcoming new IoT applications. The
proposed next-generation IoT architecture for 5G network enabled IoT is design for
upcoming applications service support and secure involvement in internet of things
[1].

This paper proposed 5G based on new technologies like machine-to-machine
(M2M) communication, 5G-IoT, multi-access edge computing (MEC), network
functions virtualization (NFV), and mobile cloud computing (MCC). This security
architecture design to manage un-believable network attacks that protect the layers
of 5G-IoT architecture. The proposed 5G enable IoT architecture is flexible, simple,
effective, layered andmore secure for upcoming application technology support, user
service demand support, huge data support, and also upcoming industrial internet
technology application support [2].

Fourth industrial revolution (4IR) represents industry 4.0 for popular and innova-
tive technology services and huge data management and highly demand services [3].
Industry 4.0 technically represents for recent applications like industrial internet of
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things (IIoT) [4], cyber physical systems (CPS) [5] and big data and data analytics
[6], and many more innovative applications.

The importance and enormous services IoT supports the communication of
connected-oriented nodes, that should be planning to configure near about for future
in the year 2025, will planning to enhance greater quantity than 75 billion nodes [7].
According to upcoming applications, the present IoT architecture should bemodified
for reliable and responsive for future challenges. In IoT-based security issues, such
as authentication, authorization, data confidentiality, and secure data protections of
clients are themajor challenges. A secure taxonomymust be implemented tomanage
cyber-attacks to prevent un-authorized issues [8]. This research paper proposed secu-
rity architecture for the next-generation 5G enabled IoT architecture for manage
billions and millions network devices. The authors also introduced layer security
design protect from cyber attacks that affect different layers of the architecture.

This paper is organized as follows. In Sect. 2, overview of fourth generation
(4G) and fifth generation (5G) enable IoT Applications. In Sect. 3, literature review
of authors about various architecture. In Sect. 4, comparison of architectures with
proposed architecture. In Sect. 5, proposed architecture for next generation. In Sect. 6,
conclusion and future work followed by references of this paper.

2 Overview of Fourth Generation (4G) and Fifth
Generation 5(G) Enabled IoT Applications

The features of present fourth generation (4G) technology represents wireless
communication support with long term evolution (LTE) technology. The innova-
tive characteristics of the 4G networks are accessing information with a flawless
connection anytime, anywhere with a wide range of services and also receiving
greater amounts of information, pictures, data, video, etc. 4G services are support
user traffic, air interfaces, quality of service, radio environment are major charac-
teristics. 4G support with end-to-end QoS and high security services with effective
and efficient connection with the network applications with different levels capable
to provide 100 Mbps for high mobility and 1 Gbps for low mobility in anytime and
anywhere with affordable cost.

But, there will be a high volume of data increasing day by day that occurs in
wireless communicative technology for future coming year’s discussions by annual
visual-network-index (VNI). The same information is informed by CISCO [9]. As
per VNI report, it is stated that 4th generation of networking is not support for
future applications and for handling network-load, application load, computer system
load with incremental approach for upcoming years. There must be introduced new
technology for fast, reliable, and affordable for services.

5GNetwork is upcomingfifth-generationwireless broadband technologybasedon
the IEEE 802.11ac standard. Long term evolution (LTE) technology of 4G becomes
advanced or LTE-A for 5G is the evolution of the original 4G LTE technology
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and design and implemented for higher bandwidths. 5G is the next generation of
mobile broadband that is being true enabler of the internet of things (IoT), artificial
intelligence (AI), industry 4.0. 5G uses higher radio frequencies to achieve speeds up
to 1000 times faster than its predecessor, 4G. Ex:- Downloading a two-hour movie
would have taken 26 h on 3G, and 6 min on 4G. Now, it will take just 3.6 s on 5G.
[10]. Another big difference is the number of devices 5G can support. Current 4G
networks support around 4000 devices per square kilometerwhere in comparison, 5G
can support up to 1 million [11]. Latency for 4G is around 20–30 ms, whereas but for
5G, it will reach well below 10 ms [11]. Wireless networks till 4G mostly focused on
the availability of raw bandwidth, while 5G is aiming on providing connectivity fast
and resilient access to the Internet users. The 5G networks will be built a combination
of technologies like 2G, 3G, LTE, LTE-A, Wi-Fi, M2M, etc. In other words, 5G will
be designed to support a variety of applications such as the IoT, connected wearable,
high graphical video gaming support. 5G network will offer the ability to handle a
various types of connected devices and a support different traffic types. For example,
5G will provide ultra-high-speed links for HD video streaming as well as low-data-
rate speeds for sensor networks. And also, 5G will support use of cognitive radio
techniques dynamically to allow the infrastructure to automatically decide about the
type of channel to be offered and adapt conditions in a reasonable given time.

5G is the next generation of wireless communication. Themost experienced wire-
less communication professionals agree that when 5G replaces 4G LTE, it should
support three key needs: A decreased latency of less than one second, increased data
rates of at least one gigabit per second for tens of thousands of users simultaneously
and increased energy efficiency, fast, and reliable connectivity.

3 Literature Review

In the literature review of various authors about existing IoT architectures are
reviewed. There are as follows.

1. Three-level architecture—In this, IoT architecture is having sensing-layer,
network-layer, and application-layer. The perception-layer or physical-layer for
sensing objects is the started from layers, i.e., bottom-layer of IoT architecture.
Of all these layers, network-layer level is the middle-layer in internet of things
architecture [12] for accessing network. The application layer is the top layer in
IoT architecture [13] for user support layer.

2. Three-Level Architecture—In this IoT architecture having sensing-layer,
network-layer, and application-layer. The perception-layer or physical-layer for
sensing objects is the started from layers, i.e., bottom-layer of IoT architecture.
Of all these layers, Network-layer level is the middle-layer in Internet of Things
architecture [12] for accessing network. The application layer is the top layer in
IoT architecture [13] for user support layer.
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3. SDN-Based Architecture—Qin et al. [14] design IoT architecture having hetero-
geneous wireless network environments provide reliable quality of service (QoS)
to manage internet of things processes.

4. Quality of Service-Based Architecture—Jin et al. [15] proposed 4 types of
internet of things architecture about smart-city innovative applications. First one
is autonomous, which used for internet disconnected networks; Second one is
ubiquitous, in this, smart-things-networks (STN) are related to super-network,
i.e., internet; Third one is application-level-overlay used for network functions
virtualizations (NFV) to reduce latency and congestion in the network for all of
nodes present in the network [16]. Fourth type is service-oriented-task, in that,
specific-gateways are communicated to the internet of things for heterogeneity
features.

5. SOA-Based Architecture–This is a service oriented architecture (SOA) that is
four layered architecture are 1—perception-layer, 2—network-layer, 3—service-
layer, and 4—application-layer. In SOA-based architecture, the perception-layer
service is for sense, storage, analyzation, and finalize the process and that data
attached with physical-devices [17].

6. Mobility-First-Architecture—J. Li, Y. Zhang [18] introduced upcoming of
future-internet-architecture (FIA), it is known as mobility-first architecture. It
is for smartphones belongs to gateway of WSANs in internet of things systems.

7. Cloud-Things-Architecture—Zhou et al. [19] proposed cloud of things archi-
tecture for the cloud-type IoT application area. In [20], research author Hao
et al. proposed data clouds architecture for the purpose of information-centric
networking (ICN) to improve application-oriented-services for the upcoming
generation of the internet.

8. Internet of Things Architecture—Pohls et al. [21] got encouraged by IoT-A to
designing a platform-oriented-framework for RERUM-FP7 European-Union-
project [15] which will accept for internet of things applications processes for
authentication procedure and also security for first design. Social internet of
things (S—IoT) architecture. Atzori et al. [22], proposed and merge internet
of things of social networks and also given information about actually what
the social internet of things (S-IoT). This S-IoT allows the combined of things
in a social network that process by software-simulations analyzes-execute the
components for proposed network-structure.

As per literature given above for implementation of various IoT architectures are
used present in industries. But they are not supported for future upcoming challenges
and problems arises in new applications and user demand service support in Internet
of Things (IoT).
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4 Comparison of Architectures with Proposed Architecture

In Sect. 4, comparison of various literature of reviewers about the literature survey
of architectures. The current IoT architectures not affordable for support upcoming
application IoT service requirements [15]. 5G communication technology focus
on important things like having simple of manage-capability, most-reliable, most-
securable, high bandwidth, flexible for fast for trouble-shooting, support for wide
area network-coverage, low-deployment-capability for costing, and reliability. As
per literature survey of architecture of IoT, in Table 1 shows the comparison
criteria of various architectures with proposed-architecture that described in graph
representation in Fig. 1 for bar graph representation.

5 Proposed Architecture for Next Generation

5G network enabled IoT proposed security architecture—The 5G architecture
for applying security methods, security analysis, security services, and the attacks
to protect internet of things applications for upcoming 5G technology architecture
[23].

ApplicationLayer—Applications layer performs on heterogeneous applications.
The application-layer services like user access, network access that process hetero-
geneous applications. It provide security features like authentication, authorization,
trust establishment, manage various types of resource methods, etc. Service-based
architecture (SBA) has been proposed for the 5G core network for essential security
services. Security services by application layer in 5G as …

The security anchor function (SEAF) is in a serving network and is a “middleman”
during the authentication process between a UE and its home network. It can reject
an authentication from the UE, but it relies on the UE’s home network to accept the
authentication.

The authentication server function (AUSF) is in a home network and performs
authentication with a UE. It makes the decision on UE authentication, but it relies on
backend service for computing the authentication data and keying materials when
5G-AKA or EAP-AKA is used.

Network Layer—The current IoT systems based on generalized architecture
for that reason attacker can easily threat devices in a network. In 5G establish a
particular authenticationmechanism and key adjustment mechanism, wireless public
key infrastructure (WPKI), private routing, interference detection, etc.

Network functions virtualization (NFV) addressing for dedicatednetworkof virtu-
alization for utilizing of operate on hardware services. By applying NFV, network
routing, load balancing, firewall security is useful for virtual machines (VMs).

Next generation network (NGN) is a packet-based network that can be used for
both telephony and data and that supports mobility. Sometimes a NGN is referred
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Fig. 1 Bar chart representation for comparison of various architectures

to as an all-IP network. The fundamentals aspects of NGN is packet-based transfer,
generalized mobility, broadband capabilities with end-to-end QoS, etc. (Fig. 2).

Data link layer—In data link layer, applications are available via shared resource.
The securitymeasures in data link layers are trust and privacy protection for personnel
users’ data protection is essential.

Communication Layer—It is the main channel between the application layer and
different operating activities in the IoT system. The communication layer is consid-
ered as the backbone of the IoT systems. The whole physical system is loaded with
amounts of data and information that need to be shared with other computer nodes
in a network.

Key Management—The key management security is an important concept of
wireless sensor networks for authentication. The exchange of shareable key between
wireless sensor networks and cloud environment.

Secret Key Algorithms—In wireless sensor network, the frequently used
symmetric key algorithms. The useful symmetric key and asymmetric keys algo-
rithms used are skipjack, RC5 and RAS, ECC.

Security Routing Protocol—The popular routing protocols for security routing
purpose the techniques are using as algorithms like data fusion mechanism, multiple
hopes mechanism, and also key mechanism algorithms.

Secure network encryption protocol (SNEP) guarantees the integrity, freshness,
and point to point authentication.

Micro timed efficient streaming loss-tolerant authentication protocols (µTESLA)
is a time-based protocol that supplies multipoint broadcast authentication. The
lightweight public key authentication technology, pre-shared key (PSK), and
random key pre-distribution authentication technology are the main authentication
techniques.

Perception Layer—The perception layer also known as physical layer in IoT.
First layer denoted for the strength of wireless signals. The signals are transmitted
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Fig. 2 Proposed architecture for 5G enable

between sensor nodes of internet of things using wireless technology by disturbing
waves. Second layer, the sensor node in the IoT operate in external and outdoor envi-
ronments, leading to physical attacks in which an attacker can tamper the hardware
components of the device. Third layer is the inherent nature of topology that is moved
around different places. The IoT perception layer mostly consists of sensors and
RFIDs. These sensors and RFID are less storage capacity and less power consump-
tion and less computation capability for that frequently threats and attacks generally
happened [23, 24]. Radio frequency in perception layer [25] is to identification of
security measure such as access control, data encryption, and cryptography tech-
nology. This layer’s main responsibility is to collect useful information/data from
things or the environment. Access control is the part of security that constraint the
actions that are performed in a system based on access control rules. As access
control part of view, IoT devices preserve the information byRFID tags like processor
certainty, analysis of antenna energy and label failures, etc. Data encryption is the
process of translation of data into secret key code. Encryption is the effective way to
achieve data security. To read an encrypted file,must have access to secret key or pass-
word that enables to descript it. The unencrypted data is plain text, and encrypted data
is referred as cipher text. The data encryption in RFID by using secure non linear
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Fig. 3 Proposed IoT layers with security

key algorithm for security [26]. By using RFID system supports for user privacy
protection like authenticity, integrity, and confidentiality security features (Fig. 3).

5.1 Security Services of 5G—IoT

The data in the network that sent by 5G radio network security possible by inter-
national mobile subscriber identity (IMSI) encryption method. The data encryption,
integrity, and protected in the form of device to network. The most security impact
on 5G technologies like software defined network (SDN), network function virtual-
ization (NVF), and edge computing are integrated with 5G technologies for further
enhance of security levels. 3rd generation partnership project (3GPP) is an interface
to communicate physical devices as well as virtual devices to communicate with
radio access network (RAN), core networks are used to remotely connected devices
for core network technologies.
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In 5G, network slicing [27] is usedmanage user network traffic and smooth flowof
dedicated path for routing and enable virtual connectivity over physical connection.
The subnetwork, core networks are being created by network slicing. The network
slicing useful for providing security channels for shareable resource technologies.
Every slice having its manageable security policies for providing authentication
for shareable resource technologies. The network slices are designed like that it
can manage shareable resources in critical services as per conditions. The most
design aspects of critical services access for reliability, safety, timeliness, security,
and also privacy. The security policies approaches autonomously must protect the
communication devices for their secure connections.

3GPP’s technology of 5G are proved best services for security in 4G systems. The
security mechanisms of 3GPP system are encryption, authorization, authentication,
and user integrity. The 3GPP is useful for security purpose, but these networks
provide reliable access links for non-threaten security data. But especially protect
from distributed denial-of-service (DDoS) attacks by implementation services and
deployment services. For example distributed denial-of-service (DDoS) and jamming
attacks happened these 3GPP services managing like re-routing traffic through other
base stations whether jamming traffic.

5G applies a security mechanism privacy is threat to end users that protect user
identifiers. The feature of 5Gnetwork is protect the authentication and privacy of end-
user system by using internet applications. The 3rd generation partnership project
(3GPP) cannot solve every privacy threats of the outside of the 5G network. Even,
the 5G network can protects whatever the messages have been send the social media
user. The 5G network protect from these threats when social media user traversing
through mobile radio access network (RAN) and also 5G network system. At this
movement, social media know that messages have been protected end-2-end service
and it goes through internet and once it leaves the 5G network system. The social
media know that the protected privacy of the user’s data reached their network servers
and ultimately stored and further processed.

In Fig. 4 shows providing the importance of horizontal security system. This
system provides security controls for various domains like telecommunication-
networks, radio-unit, baseband-units, and transport-networks, network support
services like domain name system, dynamic host configuration protocol, security

Fig. 4 System-wise security by 5G
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management systems. 5G network horizontal security systems provide a target of
services available and also confidentiality, integrity of data send by network.

5.2 Quality of Services (QoS) of 5G—IoT

5G requires higher values of QoS parameters to meet the objectives of 5G mobile
networks to fullfil increased speeds, capacity of mobile networks, and growth of
wireless devices. QoS refers to the technologies that manage data traffic by reducing
latency, packet loss, and jitter on the network.

Role of QoS in 5G network services are according to the professional leading to
5G area, video-technologies, like HD and UHD videos, are the dominate services
among all services of 5G technologies. Additionally, the quantity of mobile devices,
YouTube and CCTV-monitoring for M2M communications improves near about
billion in 2016 to 6.1 billion in 2021 shows in Fig. 4. By the year 2022, mobile-
devices users are approximately improves 2.6-billion machine-to-machine (M2M)
connections. There must be an importance of improving the quality management
mechanism and algorithms that affects video-technologies and machine-to-machine
(M2M) network communication size.

Considering the growth in video and M2M connections, quality of service (QoS)
in 5G-networks will be able to prioritize video and voice over internet protocol
(VOIP) traffic over web-based searching and also applications used to improve to
quality to maximization of packet-delay with confidence.

The main idea of this paper is to focus on internet of things security architecture
design for the purpose of upcoming applications support and client demand services
in heterogeneous environment. In this focusing on upcoming architecture for 5 g
enabled internet of things (IoT) and also proposes the security services and quality of

Fig. 5 Quantity of M2M connectivity in mobile
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services (QoS) for full-fledged layered technology for newly upcoming applications
services and also customer satisfaction service oriented architecture.

6 Conclusion and Future Work

5G network technology based on IoT architecture is upcoming security that need for
upcoming processes of high process tasks as per industry internet of things (IIoT).
These technology supports for client demandful services for time to time providing
and availability of services with effectively. And also, this new architectural model
support new technologies for 5G enable internet of things (IoT) like device to device
(D2D) connectivity for communication oriented network, machine type communi-
cation (MTC), wireless network function virtualization (WNFV), wireless software
defined networks (WSDN),mobile edge computing (MEC),mobile cloud computing
(MCC), machine-to-machine (M2M)communication, etc. The proposed architecture
design for 5G enabled IoT security platform for protecting various attacks for data
protection, system protection and various wireless sensor network tiny devices. The
proposed architecture is flexible, efficient, layered, reliable and most effective and
capable to interact, enhance, and execute future large processing of applications that
contains demand of data and also technology support. The authors also added the
security and quality of service (QoS) mechanisms for 5G–IoT layered technology
that gives end-to-end security and quality of service (QoS) features to make full-
fledged layered architecture to enhancement and enable services for IoT systems
as per the need of time-to-time customer oriented satisfactory service support. In
future work, we are planning to develop efficient algorithms for security services
and quality of service (QoS) for 5G network enabled IoT for enhance the services
for upcoming applications support.
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Nowadays, video and image processing has become the vital part of

the system used in each and every field such as medical, Military,

Security etc Generally pre-processing filtering is the first and most

important task in the systems, hence the speed of the filters is an

important parameter. As the Median filter is a nonlinear digital filter

often used to reduce the random noise especially Salt and pepper

noise from images without damaging the edges, and it is also used

for background estimation in video surveillance. In this project a new

code for implementation of median filter based on efficient

hardware/software co-design is introduced and applied to image

filtering problems. In this design the implementation of the hardware

and software is achieved simultaneously on programmable chip.

The software implementation is achieved using NIOS-II and

microClinux as operating system. And hardware part is implemented

on EP4CE115F29I8L FPGA device. The execution time of the whole

filtering process is evaluated and part of process having higher

execution time is implemented on hardware. The results of the

software solution alone, and hardware solution alone, the software /

hardware co-design solution are reported and compared,

emphasizing the computation speed.
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Abstract:
This current research, the performance of a general-ized  - µ fading for the energy detection based spectrum sensing
(ED-SS) in existence of channel errors is studied. Accurately, cognitive radio (CR) senses a primary user (PU),
receives the sensing information, then it takes a binary-decision about active or inactive status of PU with the help of
energy detector. So as to achieve, first the expression for novel-analytic is derived for probability of detection which is
concerned to noise also for  fading. Next, based on the derived expression the frame works which are analytic to
evaluate the total error rate (TER) and the complementary receiver operating charac-teristics (CROC) performances of
a CR for all the parameters of channel and network are elaborated. Additionally, the ED-SS performance for various
parameters namely as probability of channel error, detection threshold and signal-to- noise ratio (SNR) is investigated.
Optimal detection threshold for several channel and network parameters are also determined. Finally, the numerical
analysis of ED-SS without channel errors is also presented for comparison purpose. Analytical results are achieved
using MATLAB numerical simulation.
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I. Introduction
Among the wireless communication technologies, cognitive radio (CR) is the auspicious technology.
It was created to allow unlicensed CR users to take use of licensed primary user's (PUs) vacant
spectrum bands in the most opportunistic and efficient manner [1]. In [2], authors studied the
importance of accurate and efficient spectrum hole identification for the implementation of protocols
of CR in wireless networks for future generation. High data transfer rates, universal connection,
minimal end-to-end latency, significantly high system capacity and enhanced energy efficiency are
all expected from 5G wireless networks. The CR networks share spectrum dynam-ically for
achieving spectrum's efficiency, which is necessary in 5G design [3]. It is difficult to make an
accurate conclusion on PU status (inactive or active) when the format of PU's information signal is
unclear. Energy detection (ED) approach is one of the reasonable alternatives for those restrains
[4]. A single CR decision using an ED in occupancy of Rayleigh fading/shadowing is studied in [5].
In [6], the performance of a CR network in existence of imperfect reporting channels is studied.
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